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Main Power BI components



Power BI as a Black box

?

List of all Power Query connectors - Power Query | Microsoft Learn

https://learn.microsoft.com/en-us/power-query/connectors/


Power BI Components



Gateway Security

Adjust communication settings for the on-premises data gateway | Microsoft Learn

The gateway communicates on the following outbound ports: 

TCP 443, 5671, 5672, and 

from 9350 through 9354. 

The gateway doesn't require inbound ports.

Power BI security white paper - Power BI | Microsoft Learn

https://learn.microsoft.com/en-us/data-integration/gateway/service-gateway-communication
https://learn.microsoft.com/en-us/power-bi/guidance/whitepaper-powerbi-security


Power BI as a Black box

?



Report Distribution

Power BI Mobile

Power BI web App

Email Subscription

Embedding

Teams App

Sharepoint Subscription
Users



Naming game

Workspace

• Group

• Pracovní prostor

Semantic 
Model

• Dataset

• Sémantický model

• Kolekce dat

Power BI 
Report

• Dynamic report

• Interactive report

• Sestava

Paginated 
report

• Pixel-perfect report

• Stránkovaná sestava

Power BI Desktop Power BI Report BuilderPower BI Service Power BI Desktop



Power BI reports 
are visual and 

dynamic

Paginated 
reports are 

designed for 
fixed layout

Workspace = 
Group

 Semantic model 
= Dataset

Power BI is a 
tool in Microsoft 

Fabric

You might need 
a Gateway to 

read from some 
data sources

It’s important to 
get the report as 
close to the user 

as possible



Power BI REST API



• REpresentational State Transfer Application Programming Interface

• Architectural concept

• Roy Fielding first presented it in 2000

REST API



Power BI REST API

Power BI REST APIs for embedded analytics and automation - Power BI REST API | Microsoft Learn

https://learn.microsoft.com/en-us/rest/api/power-bi/


Use Case License Paying per…

Create and share content Power BI Pro

Premium Per User

user/month

Administrative tasks Power BI Pro

Premium Per User

user/month

Export Report to file Fabric F64 or higher, 

Power BI Embedded, 

Power BI Premium per capacity

capacity/month or capacity/hour

Embedding Power BI Embedded, 

Fabric F8 or higher, 

Power BI Premium per capacity

capacity/month or capacity/hour

Licensing

Microsoft Fabric concepts - Microsoft Fabric | Microsoft Learn

https://learn.microsoft.com/en-us/fabric/enterprise/licenses


Try It feature

Power BI REST APIs for embedded analytics and automation - Power BI REST API | Microsoft Learn

https://learn.microsoft.com/en-us/rest/api/power-bi/


Power BI ID’s

Workspace ID Semantic Model ID



Power Automate

• Power BI Actions are included in Power Automate for Office 365

• Power BI licenses are still required

• HTTP Request can be set up for any API call

Power BI - Connectors | Microsoft Learn

https://learn.microsoft.com/en-us/connectors/powerbi/


DEV tools

Tool Useful resources

PowerShell Cmdlets for PowerShell

C#, .NET Microsoft.PowerBI.Api NuGets for Visual Studio Code

Python Microsoft Authentication Library (MSAL) for Python

Other samples GitHub - microsoft/PowerBI-Developer-Samples

https://learn.microsoft.com/en-us/powershell/power-bi/overview?view=powerbi-ps
https://learn.microsoft.com/en-us/dotnet/api/overview/azure/powerbi-embedded?view=azure-dotnet
https://learn.microsoft.com/en-us/entra/msal/python/
https://github.com/Microsoft/PowerBI-Developer-Samples


Power BI REST API 
can be used for 
automation and 

Report embedding

To work with Power 
BI you need a Power 

BI Pro licence

Some API requests 
require Premium per 

capacity license

MS Documentation 
has „Try It“ feature

For API calls you can 
use Power Automate, 

Power Shell, 
or your own 
application

There are libraries 
for Visual Studio and 

Power Shell



Configurations



Access Token

Access tokens in the Microsoft identity platform - Microsoft identity platform | Microsoft Learn

• A valid Access token must be present in all API operations

• Proves permissions to the Power BI REST API

• Expires in an hour

• Service Principal or Master User Entra ID

• Azure Active Directory

Access Token

• Azure AD Token

• Entra ID Token

• Microsoft Entra Token

https://learn.microsoft.com/en-us/entra/identity-platform/access-tokens


Authentication identity

Master User

“Service account”

Service Principal User

Purpose: For Ad-hoc Automation & Analysis, Development Recommended authorization method for Apps

Credentials: Username and password / OAuth 2.0 Application secret or a certificate

Licenses: Power BI Pro / Premium per User Per Capacity (Fabric, Embedded…)

Apps & service principals in Microsoft Entra ID - Microsoft identity platform | Microsoft Learn

https://learn.microsoft.com/en-us/entra/identity-platform/app-objects-and-service-principals?tabs=browser#service-principal-object


1. Register your Application in Entra ID,

Add Service Principal to a Group

2. Allow API calls in Fabric Admin panel

3. Grant access to Power BI Content

Admin settings

1

2

3

Power BI REST APIs for embedded analytics and automation - Power BI REST API | Microsoft Learn

https://learn.microsoft.com/en-us/rest/api/power-bi/


1. Register your Application in Entra ID,

Add Service Principal to a Group

2. Allow API calls in Fabric Admin panel

3. Grant access to Power BI Content

Admin settings

1

2

3

Power BI REST APIs for embedded analytics and automation - Power BI REST API | Microsoft Learn

https://learn.microsoft.com/en-us/rest/api/power-bi/


Entra ID App registration

Home - Microsoft Azure

https://portal.azure.com/#home


Client Secret for Service Principal



Service Principal Group
How to manage groups - Microsoft Entra | Microsoft Learn

https://learn.microsoft.com/en-us/entra/fundamentals/how-to-manage-groups#create-a-basic-group-and-add-members


1. Register your Application in Entra ID,

Add Service Principal to a Group

2. Allow API calls in Fabric Admin panel

3. Grant access to Power BI Content

Admin settings

1

2

3

Power BI REST APIs for embedded analytics and automation - Power BI REST API | Microsoft Learn

https://learn.microsoft.com/en-us/rest/api/power-bi/


Fabric Admin portal

https://app.powerbi.com/admin-portal

https://app.powerbi.com/admin-portal


1. Register your Application in Entra ID,

Add Service Principal to a Group

2. Allow API calls in Fabric Admin panel

3. Grant access to Power BI Content

Admin settings

1

2

3

Power BI REST APIs for embedded analytics and automation - Power BI REST API | Microsoft Learn

https://learn.microsoft.com/en-us/rest/api/power-bi/


Workspace Permissions



Authorize

Authorize an application to call an API

https://learn.microsoft.com/en-us/entra/identity-platform/v2-oauth2-client-creds-grant-flow#application-permissions


Master User 
authentication is 
for DEV/TEST

Service Principal 
is recommended 

for PROD

To get a Service 
Principal Register 
your application 

in Entra ID

Service Principal 
should be in a 
Security group

Fabric Admin 
should allow API 
calls for Security 

group

Grant Workspace 
access to the 

Security Group



Embedding</>



Embedding



Developer Playground

Power BI Playground

https://playground.powerbi.com/en-us/home


Embed for your organization Embed for your customers

• user owns data • App owns data

Users inside your organization 

with Power BI accounts

External users (customers, partners) 

who don’t have Power BI accounts

Internal apps, portals, SharePoint, Teams
External customer-facing apps or multi-

tenant SaaS apps

Azure AD user identity Service principal or master user

Power BI Pro or Premium Per User
Power BI Premium capacity (P SKUs or 

Embedded A SKUs)

Embedding model



Embed Token

Permission tokens needed to embed a Power BI app - Power BI | Microsoft Learn

Access Token Embed Token

A passport (who you are) A ticket (what you can see)

Used by Backend / server Used by Frontend / browser

Lets you call Power BI REST API Used to show the report

Expires in 1 hour Expires when Access token expires

https://learn.microsoft.com/en-gb/power-bi/developer/embedded/embed-tokens?tabs=embed-for-customers


Authentication logic

Permission tokens needed to embed a Power BI app - Power BI | Microsoft Learn

https://learn.microsoft.com/en-gb/power-bi/developer/embedded/embed-tokens?tabs=embed-for-customers


RLS & OLS

Row Level 

Security

Object Level 

Security



User Owns Data 
For Internal users 

with Power BI
Pro/PPU licence

App Owns Data 
for external users 
with no Power BI 

licence

Access Token 
Allows API 

communication

Embed Token 
allows Power BI 
object access

Check out 
Developer 

Playground

Row Level 
Security ensures 
data filtering by 

user identity



• Power BI Developer Center | Microsoft Power BI

• Power BI REST APIs for embedded analytics and automation - Power BI 

REST API | Microsoft Learn

• GitHub - microsoft/PowerBI-Developer-Samples: A collection of Power BI 

samples for developer use.

• Power BI Developer in a Day - YouTube

Useful links

https://www.microsoft.com/en-us/power-platform/products/power-bi/developers
https://learn.microsoft.com/en-gb/rest/api/power-bi/
https://learn.microsoft.com/en-gb/rest/api/power-bi/
https://github.com/Microsoft/PowerBI-Developer-Samples
https://github.com/Microsoft/PowerBI-Developer-Samples
https://www.youtube.com/playlist?list=PL1N57mwBHtN1AGWHnJMhtvJCIG_IlC07D
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